PBS Tips and Tricks #7 — Protected Reports

In this segment of Tips and Tricks we will show how custom menus can also be used to control who can see
what printed-to-disk reports.

For example, what stops a non-payroll person from taking a look at saved (Print-to-Disk —P2D) payroll reports?
Protect Reports

What good is the security system in PBS if although locking people out of screens and applications, it still allows
those people to see the reports produced by the very applications they are not allowed to use? This security
system is not doing its job if a person who is not allowed to see Payroll or General Ledger reports can simply
wait until an authorized person runs a report for the weekly payroll and prints it to disk, after which the
unauthorized person can see it in the Print-reports-from-disk function and displays or prints it.

There is a feature in PBS that is controlled in the Company Information data to exclude people from seeing any
reports that they themselves are prohibited from producing. With this function turned on if you can’t run the
report (because your menu setup prohibits it), then you aren’t allowed to see it. The feature is turned on as seen
below:

B company information  Company 00 Passport Software, Inc. =X
File Tools Help

\ | Save | \ |  Cancel | Edit printers Exit

General | Package / soreen controls | Account setup | Printers | E-mail |

Company report name | Passport Software. Inc.

Company display name | Passport Software, Inc.

Address line 1181 Waukegan Road

Address line 2 |5ui[e 200

Address line 3 |lehfield IL 60093

Phone (347-729-7900
Year 2000 cutoff |30 Use reformat account option [
Batch controls Cross reference file
Use batch controls [ Use cross reference file |
Security Print reports from disk A

Allow protected changes [ Protected disk reyffits [Not protected ~|

Limit access by user menu / ID

Registers Mot protected

=

Save regis!

Use change log v # days before warning [120

This is how this works:

a) Ensure the people to be excluded from seeing particular reports have a PBS login that is “General”
not “Administrator”. (Administrators have full rights so you can’t restrict what they can do or see.)

b) Further, they must have a (custom) menu setup that applies to them (as individuals or as a member
of a group).

¢) This custom menu must exclude them from access to the screens/functions within PBS that produce
the report to be restricted. For example, if you don’t want them to run any Payroll reports turn off
access to running all Payroll Reports or deny them access to Payroll in general. If you want them to



be able to list the Chart of Accounts in GL but not see the Trial Balance turn off their access to the
run Trial Balance in the custom menu setup leaving other reports in the same menu enabled.

Here is an example for user Nancy:

This is her user setup in Setup Users:

New |[ Edt | | | Delete Exit

Select by azcending user ID
User ID Al Hame
N.

a

P51 Paseport Admini

. PBS User Maintenance (User menus) Fiancial Holdings Inc. I‘é
File VWiew Tools Help
General | Hew [ Edit | Delete Exit |
User ID |ND [~ Password |: Select by ascending company D
Comp ID_&| Menu ID
User type |General A | NOPRGL -
Name |Nanc_v Drew =
Address | -
City |River Heights State Z General l
Phnne|
. User [ND Name |Nancy Drew
Email address |
Email login | Access company |AII |AII
d 3 Menu ID |NDPRGL

li J User menus Me

F1 = next user, SF1 = previous uzer. F3 = delete

F1 = next user access record. 5F1 = previous user access record, F3 = delete

By going into her user setup you see she is a General User. Clicking on User menus show that for all companies in this
PBS system she is governed by the NOPRGL menu. The custom menu, “no PR or GL” shown here indicates that she has
full access to AP (all items asterisked), partial access to the functions in the CTL menu and just the ability to print a Chart
of Accounts in the GL/Lists Menu.



Menu IDﬂ Description Menu IDﬂ Description

NOPRGL All Apps except PR & GL

NOPRGL All Apps except PR & GL

I
e

General General
Menu ID ’W Menu ID ’W
Menu description |AII Apps except PR & GL Menu description |AII Apps except PR & GL
Assign menu items | . JF¥TS - Assign menu items | . JF¥TS -
- * Yendors T - * Yendors T
- = Papables... [#- * Payables...
[ * Recurring payables.___ [ * Recurring payables...
(- * Open items. .. = [-* Open items. .. =
[ * Prepare payments.._ [ * Prepare payments...
- * Print checks and post - * Print checks and post
[ * Void checks. .. b - * Void checks. ..
-~ Reports... -~ Reports...
[+ = Reports. vendor... [+ = Reports. vendor...
- * Yiew vendor invoices - * Yiew vendor invoices
- * Year-end... - * Year-end...
= Close a period = Close a period
- * Master information - * Master information
- = Utility... - = Utility...
= AR - = AR -
<F1> = next menu, <F3> = delete <F1> = next menu, <F3> = delete

Menu IDH Description

NOPRGL All Apps except PR & GL

e

General

Menu ID [NOPRGL

Menu description Al Apps except PR & GL

Assign menu items Financial statement layouts._.. F
Financial statements...
Extract financial data...
Close fiscal year...
Utility...
= = Reports [lists])
Budgets
Budgets change log
Budget types
Comparatives
Comparatives change log —
* Chart of accounts
Chart of accounts change log
Sub accnt / Cst cnlr groups
Texts
G- Master information...

m

]

<F1> = next menu, <F3> = delete

If you were an Administrative user or a general user with full access, going into Print Reports from Disk would show
something like this:



How many copies [ 1 Select printer PDF | HTML Archive Delete Exit
Reports for | All packages hd
Select by descending created date
Pkg Report # Report name Created "l User Pages Last printed File name
GL 1000014 | General Ledger Trial Balance 05/22/2019 11:15 | PDD 330 CHGL1000014
GL 1000013 | Chart of Accounts List 0542272019 11:15 | PDD 856 CHGL1000013
RwW 1000012 | Cost Centers/Sub Accounts List 05/2272019  10:31 3 CHRwW1000012
R 1000011 | Vahd G/L Account List 0542272019 3 814 CHRW1000011
GL 1000010 Income Statement/Schedule | 0570372019 10 | _CHGL1000010
GL 1000009 | Income Statement/Schedule 05/03/72019 1 CHGL1000009
GL 1000008 | Balance Sheet/Schedule 05/0372019 2 CHEL1000008
GL 1000007 | Income Statement/Schedule 05/03/72019 1 CHGL1000007
GL 1000006 | Balance Sheet/Schedule 05/03/2019 2 CHGL1000006
GL 1000005 | Income Statement/Schedule 05/0372019 1 CHGL100000S5 =
GL 1000004 | Balance Sheet/Schedule 05/03/72019 : 2 CHGL1000004
GL 1000003 | Income Statement/Schedule 05/03/2019 11:26 | PDD 1 CHGL1000003
GL 1000002 | Balance Sheet/Schedule 05/03/2019 11:20 | PDD 2 CHGL1000002 —
GL 1000001 | Income Statement/Schedule 05/0372019 11:20 | PDD 1 CHGL1000001
First 10 lines of report:
Date B5/83/2019 Time 17:58:25 Report #1000618 Page 0001
Aero Snow Holdings (DE) LLC
Schedule of Direct Expenses
Period: 81/01/2819 to 81/31/2619
2019 2819 2018 2018
CURR PERIODD YEAR-TO-DATE CURR PERIOD YEAR-TO-DATE
ACTUALS ACTUALS COHPARATIVES COMPARATIVES
All Sub Accts All Sub Accts All Sub Accts All Sub Accts
<F1> = next report. <SF1> = previous report. <F5> = one package. <SF8> = Jump to first. <SF3> = Jump to last

Notice here that there are CTL reports (Cost Centers, Valid GL Account List), a GL Chart of Accounts and a Trial Balance
plus a number of Financial Statements.

If we have Nancy look at the Print to Disk menu in the same way this is what she sees:



File View Tools Help

How many copies |T Select printer PDF | HTML Aschive Delete Exit
Reports for |All packages <

Select by descending cieated dale

Pkg Report # Report name Cieated w| User Pages Last printed File name
GL 1000013 | Chart of Accounts List | 05/22/2019 1115 | PDD | 856 | |_CHGL1000013
Rw 1000012 | Cost Centers/Sub Accounts List 05/22/2019  10:31 | PDD 3 CHRW1000012
Rw 1000011 | Valid G/L Account List 05/22/2019 10:29 | PDD 814 CHRW1000011

First 10 lines of report:
Date 85/22/2019 Time 11:15:8% Fiancial Holdings Inc. Report #10800813 Page 8081

CHART 0F ACCOUNTS LIST

Starting account: "First"” Ending account: “Last™

Sub accounts: All sub accounts

Financial statement types: P = operating stmnt, B = balance sheet

SAF types: € = cash, N = non-cash charge against income, A = current asset, L = current liability, F = funds flow
Parenthesis control codes: D = enclose when debit, G = enclose when credit

Compression codes: N = no compression, P = by period, D = by date

<F1> = next report. <5F1> = previous repoit. <F5> = one package. <SF8> = Jump to first. <SF9> = Jump to last

The only items she can see and print are functions explicitly assigned to her in the above menu selections.

Access to PDF forms is controlled by disallowing the user access to the PDF form file processing (in the CTL main menu).



